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1. Introduction

This section covers unpacking your ESGW IP Gateway Control Panel. Refer to later chapters for
information on setting up and configuring the system over the Web Page in more detail.

The Control Panel is compatible with all Z-Wave devices of same protocol on the market
produced by other manufacturers. The advanced IP Security System with fully integrated
TCP/IP technology and Ethernet connectivity is able to take full advantage of new advances in
IP Home Security and Home Automation and multi-path signalling.

Remote Control of the panel is achieved by registering the panel in remote server to view panel
status, receive alarm report and manage Home Automation in one complete solution.



2. Device Management

2.1. Identifying the parts:
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1. Function Button & System Mode LED (Red/Blue)
Function Button:

Press and hold for 10 seconds — Enter Learning Mode
Press once under Learning Mode — Exit Learning Mode
Press and Hold then apply AC Power — Factory Reset
LED:
Red On — Away Arm
Red Flash — Home Arm
Blue On — Disarm
2. Network LED (Amber)
Amber On — Network Cable Unplugged and WiFi Disconnected
Amber Flash —Disconnected from Server
Off — Network Normal
3. System Status LED (Red/Amber)
Red On — System Alarming
Red Flash — Alarm In Memory
Amber On — Fault Exists in Sytem
Amber Flash — System under Learning Mode
Off — System Normal
4. Wall Mounting Holes
5. Battery Switch Cover
Open the rubber cover and use a tweezer to switch between ON/OFF of battery power
6. Ethernet Port
7. USB Port
USB port
8. DC Jack
For connecting DC 9V 1A switching power
2



2.2. The Power Supply:

An AC power adapter is required to connect to a wall outlet. Be sure only to use an adapter with
the appropriate AC voltage rating to prevent component damage. DC 9V 1A switching power
output adaptor is generally used to power the Control Panel for standard version.

Rechargeable Battery

® In addition to the adapter, there is a rechargeable battery inside the Control Panel, which
serves as a back up in case of a power failure.

® During normal operation, the AC power adapter is used to supply power to the Control
Panel and at the same time recharge the battery. Slide the Battery Switch to ON to activate
and charge the battery. It takes approximately 72 hours to fully charge the battery

® The battery status information is displayed in the Panel section of local area webpage.
2.3. System Requirements:

The system requires a TCP/IP network environment for you to connect to the Control Panel for
system programming. Hardware requirement for programming the panel vial Local Area
Network (LAN) webpage:

® Microsoft Windows 8 or Windows 10 operating system.

Microsoft Internet Explorer 6.x, or later and Mozilla Firefox 3.0 compatible.
CPU: Intel Pentium Il 266MHz or above

Memory: 32MB (64MB recommended)

VGA resolution: 800x600 or above



3. Getting Started

Read this section of the manual to learn how to set up your ESGW series Control Panel and
program System Settings over the Web page.

3.1. System Deployment

The Control Panel is designed to be placed on desktop, follow guidelines below when planning
installation location:

® The Control Panel requires Ethernet connection for system programming, alarm reporting
and remote control.

® The Control Panel should be installed at a location that is hidden from outside view.

® The Control Panel should be protected by sensors so that no intruder can reach the Control
Panel without activating first activating sensor.

3.2. Installing the Control Panel

Step 1. For configuration and operation of Control Panel via Ethernet, connect the IP cable to
the RJ-45 connector.

Step 2. Connect the Power Adaptor to a Wall Outlet and the other end to the Control Panel.
After several seconds, the System Mode Blue LED will turn on to indicate system is
now functional.

Step 3. The Control Panel can be mounted on wall with its wall mounting holes. Use the two
holes to mark location on the wall, drill holes into wall and install screw at mounting
location, then hang the Control Panel onto the screws.

3.3. Software Installation

3k THIS INSTALLATION IS ONLY REQUIRED FOR FIRST TIME USER 3
1. RUNNING THE FINDER SOFTWARE
The Finder software is required for your computer to identify the control panel on the LAN.

Step 1. To download Finder software, open your browser and type below URL in the
address bar: http://www.climax.com.tw/climax-download-finder.html.

Support Documentation

File Download

ﬁz" Finderexe



http://www.climax.com.tw/climax-download-finder.html

Step 2. After download, install the software and follow on-screen instructions to
complete installation.

=

i'¢!||-' Finder Setnp

;e '-‘

Installation Folder jr M X A

Select an mstellation folder snd click Next to continve. f i rff&i@}l

The software will be installed in the folder listed below. To install to & different folder,
either type tn & new path, or click Change to browss for an esdsting folder.

Install Finder to:
I \Program Files\Finder | [ Change... ]

Space regquired on drive; 38 ME
Space available on smlected dadve: T8I ME
[ « Back ” Next = ] [ Cancel ]

Step 3. Follow on screen instruction to complete installation.

Step 4. Once complete, the Finder icon will be displayed on your desktop.

Step 5. Doubile click on the “Finder.exe” to start the software. Finder will automatically search
for control panel on the LAN and display its information. If available, the panel’s LAN
IP address, Firmware version and MAC address will be displayed

w_ Finder ¥19 M=

L0 | IP | Yersion | ET -
Sl | 1 10.16.4.6 ESGW 0.0.2.9E 00:10:94:03EAB4 | |

Cpeneh Page |

Canfigure Setting |

Goto Add Sensor |

Exit

[

Step 6. If the panel information is not displayed, check panel power and Ethernet connection
and click on “Search” to update the panel information.



W, Finder ¥1.0 |Zl |E| El

Cpeneh Page

Configure Setting

MO IP Yersion Mae -
| Search II 1 101646 ESGW 0.0.29E 00:1D:94:03:EA:R4

Goto Add Sensor

Exit

|~

Step 7. (Optional)You can choose to edit the panel’s network setting by clicking on the panel
column, then click “Configure Setting”

wi| Configure Sething

Search |
Open\Weh Page | Marme: |
Configure Setting | Password: |
[ GotoAdd Sensor MAC: |
LanType: |dh|:p j
Exil IP: 10.16.4.5

Metmask: 2652452540

G 10.16.4.264 -
DNE1: 10111
DNS2: |

OK |

The LanType is default to DHCP and does not require manual input of
IP/Netmask/Gateawy/DNS setting. If you wish to configure these setting manually,
change LanType to Static.

After finish changing network setting, enter the user name (default: admin) and
password (default: ¢X+HsA*7F1) then click OK to confirm. The user name and
password can be changed later in panel configuration webpage

Step 8. Click the panel information column and click on “Open Web Page”, or double click on
the panel column to link to the panel configuration webpage. Your default browser will
start automatically to connect to the LAN IP displayed in Finder.



4. Connection to Panel Webpage

For first time setup, webpage connection is only available within 1 hour after the panel is
powered on; if the panel has been powered on for more than 1 hour. Webpage access will
be disabled. Reboot the panel to enable webpage function again.

Change default password after login to gain unrestricted webpage access.

Step 1. Select the Control Panel in the Finder software and click on “Open Webpage” to
connect to panel webpage.

Alternatively, enter the Control Panel IP address displayed in Finder into your
browser’s address section and proceed.

Step 2. Enter the User name & Password to proceed
Default user name: admin
Default password: cX+HsA*7F1

Step 3. You will enter change password page. Enter and repeat a new password (username
change is optional), take care that both username and password are case sensitive.
Click OK to confirm.

Change Password
ser Marme: admin

Mew Marme:

Mewve Pasgword:
Fepeated Password:
R Reset

E2016 Climax Tech. Co., Ltd.

Step 4. Upon confirming new username and password. You will enter panel Welcome page.
The panel will prompt you to re login with new username and password.



_
Climax

_]Home

_1Pa

JH |st|:|ry Fecords
jEvent Li

jF‘aneI oetting Firrmweare revision:  ESGW 00298 23261
_PIN Code

_]Captured Events ZigBee revision:  2.3.2.6.1

jRegm’ted Events

] Device Histary : N

+ [ 1Device Managerment Lwiaye revision:

+ [Metwark Setting _ _

+ [:IS: sterm Setting Fublic IP &ddress:  59.124.230.221
DLDguut

Welcome to Alarm Panel!

Internal IP Address: 10.16.4.29

MAC Address: 00:1D:94:03:07:EF

The Welcome page displays current control panel firmware version information
according to different panel model and MAC address.

<IMPORTANT NOTE>

&~ If the default login password is not changed, webpage access will be disabled 1 hour
after power on. Reboot the panel and changed password to allow unrestricted
webpage access.



5. Device Management

5.1. Learning

This feature is for you to add new devices into the Control Panel.

® The panel can support a maximum of 160 devices in two areas (80 devices each area.).
® Up to 6 IP Cameras can be included in the panel.

® | earning of Z-Wave Device is available for Z-Wave modules only.

5.1.1. Add Sensor

Step 1. Click on “Learning/Inclusion” on the tool bar and then the following screen will be
displayed.

.
Learning Device

a Eﬁ\?%l Sdetting [=#]lLearned Device
aoe

jCagtured Events
jRegnrted Events

| ] Device History
- e b4 Eﬂ]Detected Device

[ Learning / Inclusion I Time Type RSSI
Mo itemns found

[1PSS Contral
[1UPIC Cantral
[ 5unsillance
DGruug Control
+ [ MNetwork Setting
+ [[1Systern Setting
DLngnut

Step 2. Click on “Start”

Step 3. The Control Panel will automatically search for devices and include the device in the
network. (Please refer to your device manual for detail). When the Control Panel
successfully includes a new device in the network, the device information will be
displayed accordingly on the webpage.

Step 4. When the system receives the signal from your device, the screen will display its
information for selection.

<NOTE>
< |t takes 5-10 seconds for the Control Panel to receive a learn code from Z-Wave
Sensor.

Step 5. Click “Add” (highlighted in red box) to include this particular sensor into the system. If
the sensor you wish to learn into already exists in the system, the sensor information
will be displayed in the Learned Device section. If not, the sensor information will be
displayed in the Detected Device section.



Home Learning Device

Event Log

Panel Setting [=»lILearned Device
LIPIM Code
jCaptured Events
%Reggr‘ted Events Mo iterms found

Device History .
&8 Device banagement [#lIDetected Device

L] Learning / Inclusion Time Type RSSI Device ID

_Leam Rule 10:00:02 Door Contact g ZB:02%h Add

[3
s st
History Recards Stop
B
B

Time Area Zone Type Name RSSI Device ID

[JUPIC Contral
[1=5ureillance
DGroug Control @014 Clima Tech. Co., Lid.
+ [ Metwork Setting
+ ] Systern Setting
DLDgDut

<NOTE>

%~ Z-Wave devices requires an additional Z-Wave Dongle.

Step 6. If the device is successfully learnt into the system, the added device will be displayed in
the “Learned Device” section as below.

_
Climax

Home Learning Device
Panel

B
B
%History Records Stop
B

Ewent Log
v E;\T?:I S.fmng [=]lLearned Device
ode

[ 1 Captured Events Time Area Zone Type Name RSSI Device ID
Laptured Events

[ 1Reported Events I 10:00:33 1 1 Door Contact 9 ZB:0Zfh

[ ] Device Histary .

4 @8Device Managerment [#]IDetected Device
L] Learning / Inclusion Time Type RSSI Device ID
[ JLeam Rule
[1wvalk Test
[1P=S Control
[JUPIC Contral
DSur\teillance
[1Group Contral @2014 Climax Tech. Co., Ltd.

+ [IMetwork Setting

+ [1System Setting
DLngout

Mo iterns found

5.1.2. Local Learning

Press and hold the Function Button at the top of Control Panel for 10 seconds to enter learning
mode, then transmit signal from your accessory devices. When the signal is received the panel
will add the device into panel and assigned the device to to Area 1 automatically. To exit local
learning mode, press the function Button once.

10



5.1.3. Edit Devices

Step 1. To edit device setting, go to “Panel” webpage and click “Edit” after the device column
under the Device List section.

&fblimax

Home
History Records

| JEwent Log
_|Panel Setting
P Code
_ | Captured Events
_|Reported Events
| Device History
+ _|Device Management
+ [ Metwork Setting
+ [ 1System Setting
3 Logout

Panel Control
Area i

Current mode: Dizarm
Full &rm Home Arm 1
O || Reset

Dizarm Home &rm 2

Area2

Current mode: Disarm
Full &rm Home Arm 1
QK. || Reset

Dizarm Home &rm 2

Test System: | OK
System in maintenance

[=[IFault Status

Home &rm 3

Home &rm 3

Fault Setting
Mo items founcd
Ok || Reset
Reload
[=lIDevice List
Area Zone Type Hame Condition Battery Tamper Bypass RSSI Status
1 | 1 |Door Contact ] ] ] Mo M, [Ect Joetete idertity
[=]Note
Ho. Type Description
#1 Eciit
#2 Ecitt
#3 Eclit
#4 Eciit
#a Euitt
Fezet Panel

Step 2. You device information and setting will be displayed. Programming the settings

according to instructions below and click OK when completed to confirm change.

<NOTE>

%~ Press “Default” to reset all parameters to default values.

& Press “Reset” to re-enter all the information.

%~ Press “Cancel’ to exit the screen and returns to Panel Condition Page.

11




Climax

Device Edit

% |5t|:|r3.5 Hecords Door Contact
Event Lo

%Eﬁ«?% Eéethng \D: ZB:bddd / ZM:00124b00017a031f
aoe

jREEDﬂEd Events Info.:

Device Hist
+ %—“DEE:EE M':n';ruemem 000104010204000300000300000501 0000000000000000000000000000000000
N000000000000000000000000000000000000000000000000000000000000000

+ (I Network Setting
H %;;‘f,fn et 0000000000000000000000000000000000000000000000000000000000000000
Systern Setting

I_J

O Logout 000000000000000000000000000000000000000000000000000000000000000
Marne:
Areg 1w
fone: |1 |

Attribute: [ Bypass
Attribute: Latch repart
Attribute: [ Set/Unset:
Attribute: [ 24 HR:

Disarm Response: | Chime
Full Arm Hespanse: | Start Entry Delay 1
Horme A 1 Response: | Start Entry Delay 1
Horme A 2 Response: | Start Entry Delay 1

< 1 S]] |1

Home A 3 Response: | Start Entry Delay 1
Trigger Hespanse: | Mo Response  »

Exit: Mo Response
| oK | | Default | [ Reset | Or Cancel

Step 3. Edit your device setting and information according to instruction below. Click “OK” to
save your new changes when finished. Alternatively, click “Default” to reset all
parameters to default values or click “Reset” to re-enter all the information.

Name: Enter a name for the device.
Area: Select the area which the device belongs to.

Zone: Select the Device zone number.

Bybass: this function allows user to deactivate (bypass) the selected device.
If bypassed, then the Control Panel will not respond at all when the sensor is triggered.

If bypassed, the system can be armed directly regardless the device’s fault situation.
However, its fault situation will still be monitored, logged and displayed in the history
records webpage.

® Latch Report (Only for Remote Controller or Door Contact with Set/Unset attribute
enabled):

Latch Report ON = Whenever the system is armed, home armed or disarmed, the

12



Control Panel will report the arm/disarm event by the particular device

Latch Reprot OFF = Whenever the system is armed, home armed or disarmed, the
Control Panel will NOT report the event.

® Set/Unset: For Door Contact only. This function allows Door Contact to control system
mode..

Normal Close = The system will be armed when the Door Contact is opened, and
disarmed when Door Contact is closed.

Normal Open = The system will be armed when the Door Contact is closed, and
disarmed when Door Contact is open.

® 24H: this function enables the sensor to report an selected alarm event whenever it is
triggered regardless of system mode..

® Disarm/ Fulll Home 1/ Home 2/ Home 3 response: if the system is in the disarm /
Full/home1//home2/home3 mode, when a sensor is triggered, it will respond according
to the attribute you set.

® Trigger Response: When the device is triggered, the Control Panel will activated
pre-programmed scene setting. Please refer to Scene webpage for detail.

® Exit: if No Response is ticked, the sensor does not repond to any trigger when the
system under Exit Delay Time 1/2. If No Response is not ticked, the sensor will raise
burglar alarm and report immediately when triggered during Exit Delay Timer.

° Attribute List:

%~ No Response

® When a sensor with No Response is triggered, the Control Panel will not
respond.

&= Start Entry Delay 1/ Start Entry Delay 2

[ ] When the system is under Full Arm or Home Arm mode, if a sensor with Start
Entry Delay 1/2 attribute is triggered, the system will start an entry countdown
period to give enough time to disarm the system.

®  When the Control Panel is in the Disarm mode, if a sensor with Start Entry Delay
1/2 attribute is triggered, the system will immediately report a burglar interior
alarm (CID code: 132).

® When the Control Panel is in the Full Arm mode, if a sensor with Start Entry
Delay 1/2 attribute is triggered, the Entry Delay 1/2 timer starts counting down.
If no correct pin code is entered during the entry delay timer to disarm the system,
the Control Panel will report a burglar perimeter alarm (CID code:131)
immediately after entry delay timer 1/2 expires.

® When the Control Panel is in the Home Arm 1/2/3 mode, if a sensor with Start
Entry Delay 1/2 attribute is triggered, the Entry Delay 1/2 timer starts counting
down. If no correct pin code is entered during the entry delay period to disam
the system, the Control Panel will report a burglar interior alarm (CID code: 132)
immediately after entry delay timer 1/2 expires.

& Chime

® When a sensor set to Chime is activated, the system will sound a Ding-Dong
Door Chime sound to indicate.

&~ Burglar Follow

® When the system is in Full Arm or Home Arm mode mode, if a sensor set to
13



Burglar Follow is triggered, the Control Panel will report a burglar alarm
immediately.

® When a Start Entry sensor is triggered and the system is under Entry Delay Timer
countdown, if a sensor set to Burglar Follow is triggered, the Control Panel will
wait until the Entry Delay Timer expires before activating a burglar alarm. If the
system is disarmed before the timer expires, the Control Panel will not activate
alarm.

&~ Burglar Instant

®  When the system is under Full arm or Home Arm/ Disarm / Entry Time mode, if a
sensor set to Burglar Instant is triggered, the Control Panel will report a burglar
alarm immediately.

&~ Burglar Outdoor

®  When the system is in Full Arm or Home Arm / Disarm // Entry Time mode, if a
sensor set to Burglar Outdoor is triggered, the Control Panel will report a burglar
outdoor event immediately.

& Apply Scene

® The attribute is for Trigger Response only. You can select a Home Automation
Scene number with this function. When the device is triggered/activated, the
Control Panel will execute the actions programming in the Scene accordingly. For
more information, please refer to 8.3. Scene.

14



5.1.4. Delete Devices

Step 1.

To delete a sensor, choose “Delete” under “Panel” section.

&CIimax

= -
[ Event Log
[ Panel Setting
[1PIN Cade
B Captured Events
[ Reported Events
[ Device History
- Device Management
DLearning fInclugion
[Lear Rule
[Vl Test
[1PSS Contral
[15ureeillance
[ Group Cantrol
+ ] Metwork Setting
+ [ Systerm Setting
O Logout

Panel Control

Area
Currert mocde: Disarm
Dizarm Full Arim Harme Arm 1 Harme &rm 2
QK. || Reset
Area 2
Currert mocde: Disarm
Dizarm Full Arm Haome Arm 1 Haome &rm 2
Ok || Reset

Test System: | QK
System in maintenance

[=]IFault Status
Fault

Haome &rm 3

Home &rm 3

Setting

Mo items found

Ok || Reset

Reload

[=pevice List
Area Zone Type
1 1 |Door Contact | |

[=]INote
Ho. Type
#1
w2
#3
#a
Ha5

Reset Panel

Hame Condition Battery Tamper Bypass RSS5] Status
M7, Edit

I Mo

Description

m |m o |m
praa v (v
== ==

pry
=

Step 2. A message “Delete success” is displayed and the sensor you choose is deleted

successfully.
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5.2. Learn Rule

You can enter the sensor RF code manually to assign area and zone number to this sensor.
Sensors learned with pre-assigned rule will be put under the area and zone number you
specified. This function does not work with Z-Wave devices or IP Camera

Step 1. Under the Learn Rule menu, click Add Learn Rule.

——
Climax

Haorne Device Learn Rule

Ll

1P

%Hlstnry Records Area Zone Type Name
B

Panel Settin Mo iterns found

LIPIN Code

F] Captured Events Add Learn Rule. ..

F] Reported Events Backup Device List to Learn Rule

| ] Device History

~ZlDevice Management
B j clusion

ol
l =201 4 Climax Tech. Co., Lid.
| T9valk Test
[1P=S Contral
[JUPIC Contral
[ sumeillance
DGroug Caontrol
+ (Metwark Setting
+ [ 1Systern Setting
DLUgDut

Step 2. You will see the Add Learn Rule menu.

Add Learn Rule

Area |1 w
foner |1 »
System: ORF @ ZigBee
FF code:
figBee MAL:

ZigBee Device Type: | IR w

Marme:

Or Cancel

Step 3. Select Area and Zone number for this device.

Step 4. Select RF.

Step 5. Key in the RF code

Step 6. Enter a preferred name for sensor (up to 31 letters or numbers).

Step 7. Press “OK” to save.

Step 8. If the process is successful, the screen will display “Updated Successfully.” You can
then check, edit or delete the rule under the Learn Rule menu.

Step 9. Repeat the steps to add more rules.

Step 10. Learn in the sensors you have entered rules for according to 5.1.1 Add Sensor.

16



<NOTE>

%~ Learn rule function is only used to pre-assign area and zone number to sensors
before learning. To add senor to control panel, you still need to follow the
instruction in 5.1.1 Add Sensor to complete the learning process.

17



5.3. Walk Test

This is to test the sensor operation range for installation purpose.
Step 1. Click on “Start”. The system will automatically exit the test mode after 5 minutes

———
Climax

%Home Walk Test
%Hismry Recaords
[

j Panel Setting Time Area fone Type Name RSSI Device ID
PIM Code .

j Captured Events No items found

jRegnned Events

| Device History

- Device Managerment

D Learning / Inclusion E2014 Climax Tech. Co., Ltd.

PSS Control
[JUPIC Contral
[ sumeillance
DGruug Control
+ [ Metwork Setting
+ []Systern Setting
DLngout

Step 2. Press the test button on the sensor(s) or any button on the Remote Controller (Please
refer to your sensor manual for detail.)

Step 3. When the Control Panel receives a signal, it will show the information listed below to
indicate that it is safe to install the particular sensor in the location.

Time: time informaiton
Area: operation area
Zone: device zone
Type: device type

Name: device name

Rssi: the signal strength between Control Panel and sensor. The Rssi value here must
be higher than the Rssi value of Panel’'s background noise (please refer to 6.1 Panel
Condition section for details). If not, you may still learn in the sensor; however, please
relocate the sensor and use Walk test to find a more suitable location.

® DevicelD: device’s unique identification code.
Step 4. Once all sensors are tested, click on “Stop” to exit Walk Test mode.

18



5.4. Exclusion

This feature is only available when Z-Wave dongle is inserted. This feature is for you to remove
Z-Wave device only.

Step 1. Click on “Exclusion” and click on “Start” to start the procedure. Then the Panel will
enter the removing mode.

%Hnme Remove Z-wave device
Emm
|

Dw@l Time Device ID
DReguned Events
[ 1Device History
- Device Managernent
DLearning {Inclusion
Learn Rule E2013 Climax Tech. Co., Ltd.
il

L liwraue o
[IPSS Contral
[ 15urveillance
[ 1 Group Control
+ [ Metwork Setting
+ [1Systern Setting
DLogout

Mo itemns found

Step 2. Refer to the Z-Wave device manual to transmit signal.

Step 3. Select the desired Z-Wave and click delete to remove it from the Z-wave list under
Device List section (Panel). Then the Control Panel will remove the Z-Wave device.

&CIimax

o g Test Systern: QK I

~TEveTT Ly
E W System in maintenance
ode .
aptured Events [=Fautt Status
eported Events Fault Setting

Mo itermns found

+ Tl_)evice Management
=3 etwork Setjlin
Reload
[=TIDevice List
Area Zone Type Name Condition = Battery Tamper Bypass  RSSI Status
1 1 Remote Contraller RiC-16 [ | [ | 1 Mo i Edit Delete
1 Remate Contraller RC-8 1 1 1 Mo i, Edit Delete
1 3 Remote Caontraller RC Plus [ | [ | 1 Mo IiA Edit Delete
1 4 Remote Controller RiC-18 1 1 1 Mo i Edit Delate
1 5 Doar Contact DC-8 1 1 1 Ma Strong, 8 |DC Close  |Edit Delete
1 & DoorContact 1 1 1 Mo Strong, 8 Edljjmmiatate
1 7 Thermostat [ | [ | 1 Mo i E '
1 g IR IR-9 1 1 1 Hao Strang, 8 Edit Delete
1 9 IR IR-18 1 1 1 Mo Strong, 8 Edit Delete
1 10 Dutdoor IR EIR 1 1 1 Mo Strong, 8 Edit Delete
111 IR PIR-23 ] ] 1 Ha Strang, 8 Edit Delete
1 12 Keypad kP-9 1 1 1 Mo [ Edit Delete
1 17 Keynad VP23 ] ] 1 MO i, Edit LCielete
1 14 Keypad KP-16 1 1 1 Mo i Edit Delete
1 14 Keypad kP-z23sw |l 1 1 Mo (R Edit Delete
1 16 Smoke Detector HD-9 1 1 1 Mo Strang, 8 Edit Delete
1 A7 |Might Switch WyL-B 1 1 1 Mo i Edit Delete
1 18 cO co 1 1 1 Ha Strang, 8 Edit Delete
1 19 WTR TR ] ] 1 MO i, Edit Delete

19



5.5. Z-Wave Tool

This feature is only available when Z-Wave dongle is inserted. This feature is for you to reset the
Z-Wave dongle to factory default and remove all Z-Wave devices, or change routing setting.

Climax

Z-wave Tool

I_J

j |stgrgg Records Your current Home 1D is: f3b0Zb
jE\rent Lo

%wﬁ [ Z-wave Factory Reset ]

jﬁepnr‘[ed Events
|1 Device Histary [ Matwork Update Node | [ Remove Fail Node | |[Zw00000000

- JDevice Management _ —
aﬁ‘ﬂgsmifnﬁlﬁgﬂm [Assign Return Route | [ Association Add | | Zw-00000000 | (200000001 | |1
Learning / Inclusion

[ JLeam Rule
DWaIk Test

= ‘E‘;’g"g Tntnl | 2013 Climan: Tech, Ca., Ltd.
antro

DSuweilIance
DGrDug Contral
+ [ Metwork Setting
+ [1Systemn Setting
DLngDut

® Reset Z-Wave Dongle

Step 1. Click "Z-Wave Factory Reset’, Then the inserted Z-Wave dongle is reset to factory
default and all Z-Wave devices will be removed automatically. The Control Panel Home
ID will also be changed automatically for a newly added Z-Wave device to recognize.

Step 2. The list of Z-Wave devices is still displayed in the Panel. Please go to Panel and then
Device List. Press Delete button to remove one by one.

&CIimax

Test System: OK|

System in maintenance

M Code =
| Captured Events [=TIFault Status
.:-_‘! ?eg_oned_ Events Fault Setting
_1Device Histary :
+ _1Device Managernent Mo items found
+ I Network Sefting
5 el

Eeload

[=IIDevice List

Area  Zone Type Name  Condition Battery Tamper Bypass  RSSI Status

1 1 |Remate Cantroller RC-16 ] ] ] Ma [y Edit Delete

1 2 |Remaote Controller RC-3 ] ] ] Mo I Edit Delete

1 3 |Remate Cantroller RC Plus ] ] ] Ma [y Edit Delete

1 4 |Remate Cantroller RC-18 1 1 1 Mo [ Edit Delete

1 5 |Doar Contact DC-8 ] ] ] Mo Strong, 8 |DC Close  |Edit Delete

1 6 |Doar Contact 1 1 1 Ma Strong, 8 Edit Delete

1 | 7 [Thermostat 1 1 1 Mo NIA Edif Delete |

® Change Z-Wave Routing Setting

Use the other functions to configure your Z-Wave routing settings.
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5.6. PSS Control

This feature is designed to control/edit/delete an added power switch.

_
Climax

Home Power Switch Sensor

O
1
E%ﬁ . Area Zone Type Name Status
Dw 1 1 |Power Switch Mter OF 0.0W |Edit Delete SwitchOn Switch OF Switch Toggle
%Captured Events
Reported Events
[ 1 Device Histary
-+ Device Management 2011 Climax Tech. Co., Ltd.
j Learning / Inclusion
[ 1 Add Device

1| 1PSS Contro
L TUPIC Control
[ ] Surveillance
jGruug Control
+ (] Network Setting
+[]System Setting
DLDgDut

5.6.1. Edit PSS

Click Edit to further edit attributes of power switches.

Step 1. To program the power switch, select PSS Control — Edit menu to edit the power
switch’s settings.

_
Climax

Home Power Switch Sensor

O
1
EM . Area Zone Type Name Status
Dwg 1 1 |Power Switch Mter Of, 0.0 Delete Switch On  Switch OF  Switch Toggle
DCaQtured Events
[ 1Reported Events
[ 1 Device Histary
-+ Device Management 2011 Climax Tech. Co., Ltd.
j Learning / Inclusion
[ 1 Add Device
[ Walk Test
j Program Siren
;_%PSS Cantrof
UPIC Control
[ ] Surveillance
jGruug Control
+ (] Network Setting
+[]System Setting
DLDgDut
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5.6.2. Delete PSS

Click Delete to delete power switches.

_
&Climax

[ Home Power Switch Sensor
[ 1Panel
E—ngeml ‘LSD ) Area Zone Type Name Status
D—QF,EN”%D;“'” 1 1 |Power Switch Mter Off 0.0W |Edi Switch On  Switch O  Switch Toggle
DCaQtured Events
[ 1Reported Events
[ 1 Device Histary
-+ Device Management
j Learning / Inclusion
[ 1 Add Device
[ Walk Test
[ Program Siren

PSS Controf
UPIC Control

[ ] Surveillance
jGruug Control
+ (] Network Setting
+[]System Setting
DLDgDut

©®2011 Climax Tech. Co., Ltd.

5.6.3. Control PSS

Click Switch On/Switch Off to turn on/off power switches. Or click Switch Toggle to control the
power switch status.

_
&CIimax

%%W? Power Switch Sensor
ane
[1Event Lag ) Area Zone Type Name Status
EW 1 1 Power Switch Meter Of 0.0W |Edit Deletel Switch On  Switch Off Switch Togale
DCaQtured Events
[ 1Reported Events
DDevice History
-+ Device Management
j Learning / Inclusion
[ ] Add Device
[ ] Walk Test
) Program Siren
;%PSS Cantrof
UPIC Control
[ ] Surveillance
|1 Group Contral
+ [ Network Setting
+ (] System Setting
DLogout

©®2011 Climax Tech. Co., Ltd.
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5.7. UPIC Control

UPIC Control webpage allows you to control UPIC IR Transmitter included in Control Panel

Horme UPIC Control

O

1B

%_Y—E'STE;VLRECDMS Area Zone Type Name
Event Log

3 1 5 uPe of v | Setup UPIC

B Captured Events

j Reported Events

j Device History

-y Device Management E2014 Climax Tech. Co., Ltd.
jLearning {Inclusion

[ JLearn Rule
L wvalk Test

PIC Contral

ijug Caontrol

+ [ Metwark Setting

+ [ 1Systerm Setting
DLogout

Step 1: Refer to UPIC manual to complete IR signal learning of “Off”, “Heating” and “Cooling”
command for air conditioner.

Step 2: Use the drop down menu to select “Off’, “Heating” or “Cooling”. Then click “Setup UPIC”
to transmit corresponding command to air conditioner with UPIC.

23



5.8. Surveillance

The PIR Camera/Video Cameras and IP Cameras are listed under Surveillance for separate
control.

Home Surveillance

B

e

%MYM Area  Zone Type Name
B

. Edit Delete
Panel Setting _ ===
jp|N Code 1 1 IR Camera Request Media || Request Media (Mo Flash)
] Captured Events Edit Delete View Setting
%Reponed Events 1 2 |IP Camera =
Device History
-3 Device Management
[ Learning ¢ Inclusion
jLearn Rula

%Walk Test @206 Climaz Tech. Co., Ltd,
PZS Control

Request Media

| Sunveillance

[T Group Cantral

+ [ Metwork Setting

+ [ System Setting
DLDgout

®  Click Edit to edit camera attributes.
® Click Delete to remove device from panel.
® Click Request Media to capture a picture or vide
» PIR camera: A picture will be captured upon request
» PIR Video Camera: A 10-second video will be recorded upon request
» |IP Camera: The IP Camera will record a video according to its video length setting
(Please refer to IP Camera manual for detail.)
» For PIR Camera/Video Camera, you can choose to take the picture/video without
activating the camera’s flash.
Picture and video captured by PIR Camera and PIR Video Camera will be stored under the
Captured Event webpage. Video Recorded by IP Camera will be stored in the IP Camera,
please refer to IP Camera manual to view the video
®  For IP Camera, click “View” or “Setting” to access IP Camera webpage for video streaming
or setting configuration. A new webpage will open and you will be required to enter the
username and password for the IP Camera to access streaming or setting.
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5.8.2. Delete PIR Camera / PIR Video Camera

Click Delete to delete an existing PIR Camera / Video Camera/ IP Camera.

Horne Surveillance

_Y—Eltsetr?trLEECDrdS Area Zone Type Name

jF’aneI Settin 1 3 IR Camera it |Delete| Reguest Media
PN Code it |Delete| Reguest hedia

jCagtured Events -

jRegnr‘[ed Events

jDevice Histary

-y Device hanagerment

jLearning fnclusion

[ 1Add RF Device

| JLeam Rule

[ 1WWalk Test

jF‘ngram Siren
| 1PSS Control @2013 Climax Tech. Co., Lid.

LIUPIC Control
] Surveillance
jGrnup Contro
+ [ Metwork Setting
+[1System Setting
DLuguut

Eeguest Media (Mo Flash)

:

LOJLJLL)
.

1 a IP Carmera

5.8.3. Request Images / Video

Step 1. Click Request Media to capture picture or video.
PIR camera: A picture will be captured upon request
PIR Video Camera: A 10-second video will be recorded upon request

IP Camera: The IP Camera will record a video according to its video length setting
(Please refer to IP Camera manual for detail.)

For PIR Camera/Video Camera, you can choose to take the picture/video without
activating the camera’s flash.

_
Climax

Home Surveillance

E i Area Zone Type Name
oo od SDBHME 1 3 IR Camera Edit Delete |Request Media Request Media (Mo Flash)
[IPIM Code i Reguest Media

jCagtured Events

jRegnr‘[ed Events

[ Device Histary 1 5 |IP Camera
-+l Device Management

jLearning fnclusion

[ 1Add RF Device

| JLeam Rule

[ 1WWalk Test

jF‘ngram Siren
| 1PSS Control @2013 Climax Tech. Co., Lid.

LIUPIC Control
] Surveillance
jGrnup Contral
+ [ Metwork Setting
+[1System Setting
DLuguut

LD
L
‘%
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Step 2: The captured image and video from PIR Camera/Video Camera will be displayed in the
Captured Events section. To view captured image and video, select Captured Events

to view details.

Home Captured Events

]
[}
[ History Records Reload
I}
Q Status Media Comment

Panel Setting Time Area Zone Type

[ Captured Events

2012-09-12 16:24:52 1 10 Requested Done | Mo Packet Lost Delete

[1Device History p o

+ %Deﬂce MManagement S ——

+ _INetwork Setting T :

+ C1System Settin 2012-08-28 14:30:42 Requested Done Video Mo Packet Lost; D
[ Logout 2012-08-28 14:21:12 Requested Daone Video No Packet Lost; Delete

Limit # of items: |10 |»|

<NOTE>

%~ |If the number of captured events exceeds 100, the oldest record will be replaced
the latest one.

%~ |f users intend to receive captured pictures and video from IR cameras on cell
phones, please refer to the 8.8. Media Upload section for details.

%~ Video Recorded by IP Camera will be stored in the IP Camera, please refer to IP
Camera manual to view the video.

26



5.9. Group Control

This feature is designed for you to edit a name of group, switch on or off a group of power
switches. Besides, you also can assign power switches to a group you wish.

5.9.1. Group Control/Edit

Step 1. Specify a new name for a group.

Home Group List
Panel

B
]
%H\story Records Group Name
B

Event Log .
jPane\ Setting 1 | Switch Off
PIM Code e
%Cagtured Events 2 Switch On  Switch Off
Reported Events T
[1Device Histary 3 | Switch On - Switch Off
= Device Management
4 Switch On  Switch Off

jLeammg {Inclusion
[ 1Add RF Device
[ Learn Rule a Switch On  Switch Off
Walk Test
%p;  ten B _ Switch On Swilch OF
%Eg%%”onn‘{fo‘l 7 ’ Switch On  Switch OF
| 5 F——— g Switch On  Switch Off
1 Group Control
R '
+ [(System Setting
st
Device List
Area | Zone Type Name = Group 1 Group 2 = Group 3 Group 4 Group 5 Group § Group 7 Group 8
1 4 |Power Switch Meter O F O Fl ] i) ] Ll Edit Delete

Step 2. Click Switch On or Switch Off to turn on or off one group of power switches.

5.9.2 Device Edit/Delete

Step 1. Check the groups which you wish to assign the power switch. This is a multiple-choice
field and you can assign one power switch to multiple groups. When you turn on/off the
group, all power switches belong to the group will be activated accordingly.

Device List
Area  Fone Type Name Group 1 Group 2 Group 3 Group 4 Group 5 Group 6 Group 7 Group &
L] O O Ll O O O Edit Delete

1 | Power Switch Meter

Step 2. Click Edit to edit attributes of power switch or Delete to delete this device.
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6. Program the System

After the initial set-up, you can then program your system by clicking on the left menu to set
them individually.

6.1. Panel Condition
In the Panel Section, user can arm, disarm or partially arm the system. Besides, it displays the
current Panel Status & Device Information.

——
Climax

|_]Histary Records Area1
[ 1Event Log
[ 1Panel Setting
D PiM Code Disarm Full Arm Haorme Arrm 1 Horne Arm 2 Home Arm 3
[ Captured Events ok | [ Reset
[ 1Reported Events
[ 1Device History Area?

+[1Device Managerent

+ CMetwork Setting Current mode: Disarm

+ [ System Setting Disarrm O Full Arm ) Home Arm 1 C Hame Arm 2 O Hore Arem 3
[JLogout oK

Panel Control

Current mode: Disarm

Reset

Test System: | Ok
System in maintenance
[=TIFault Status

Fault Setting
Mo items found

Ok | | Heset
Reload
[=]IDevice List
Area Zone Type Name Condition Battery Tamper Bypass RSSI Status
1 1 |Door Contact I I 1 Mo M, Edit Delete
[=[INote
No. Type Description
#1 Edit
# Edit
#3 Edit
# Edit
# Edit
Hegzet Panel

Panel Control

Select a choice to arm, disarm or partially arm the system.

Test System
The function is designed to send a command to sever over the polling or XMPP protocol.
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Fault Status

(= Fault Status
Fault Setting
ArealZonet Tamper M Clear

_OR | Rest |

The fault events that exist in the alarm system is displayed under this section. When fault event

exists in system, the control panel Fault LED will light up to indicate fault status under Disarm or
Home Arm mode (The Fault LED will not light up under Arm mode).

When fault event exists, and you attempt to arm the system, the arming action will be prohibited
and the panel will display fault information on the webpage. If you still want to arm the system,
perform the arming action again to force arm.

You can check the “Clear” box in the setting column then click “OK” to ignore the fault event.
Cleared fault event will not cause the Fault LED to light up, nor prohibit arming.

Device List

1. The Control Panel will update the device information periodically. However, in order to show
the current status, you must reload the screen to refresh the display.

»  Area: operation area
Zone: device zone
Type: device type
Name: device title

Status: device’s current status, such as tamper status, battery status, out of order
condition or DC open. If PSM is added into the system, the data of PSM, such as
On/Off status, voltage, electric current and watt, will be displayed.

2. Under Device, you could further edit or delete an added device (please refer to 5.1.3 and
5.1.4 for details). Beside, you can reset Panel settings or clear the system faults by pressing
Reset Panel.

- After pressing Reset Panel, the Control Panel will restart in 60 seconds and all configured
values will be kept without any change.

Note

[=]INote

Type Description
Edit
Edit
Edit
Edit
Edit

IEEIEL

The function is designed for installer to make a note for each control panel. The note you make
here can be delivered to a server over XMPP or polling protocol.

29



6.2. Panel Settings

Program the Panel, Time and Sound Settings at your discretion.

&Climax

_1Home
_|Panel
|| History Records
_1Event | on
_ ] Panel Setting
Rt
| Captured Events
:I Reported Events
|| Device Histaory
+ || Device Management
+ | Metwark Setting
+ [ |System Seting
[ Locout

Panel Setting

Ao Check-in Interval
Ao Check-in Offset Period
IR Camera Resolution of &larm Images

Outdoor IR Camera in Grayscale

Area Setting

Ares
Final Doar
Armn Fault Type
Tamper &larm
hdakility
Supervision Check
Time Setting

Supervizion Timer
Entry Delay 1 for Full &rm
Entry Delay 2 for Full Arm
Exit Delay for Full &rm
Ertry Delay 1 for Home &Arm
Entry Delay 2 for Home &rm
Exit Delay for Home Arm
Alarm Lencth

Sound Setting
Eritry Delay Sound for Full Arm
Exit Delay Sound for Full &rm
Entry Delay Sound for Home Arm
Exit Delay Sound for Home Arm
ErtryExit Only Final Beeps

12 hr v

Thr ¥

I20240x 3 images ¥
Dizahle ¥

oK | | Reset

1w
off ¥
Confirm T
Full &rm ¥
off ¥

on ¥

12ht ¥
Dizable ¥
Dizahle ¥
Dizable ¥
Dizable ¥
Dizable ¥
Dizable ¥

Jmin ¥

Off w0 On
Cff N
Off ' On
Cff N
Dizable ¥

Ok Feset

Panel Setting

® Auto Check-in: this is to select whether the Control Panel needs to do check-in
reporting to the Central Station automatically and to select the period of time between
check-in reports. Options available are Disable, 5 Min, 10 Min, 15 Min,... up to 4
Weeks.

® Auto Check-in Offset Period: This is to set the time delay before the first Auto
Check-In report to be made. After power is supplied or re-supplied to the Control Panel,
a test report will be sent to the Central Monitoring Station (CMS) based on the Offset
Period. This is used to test whether the CMS is able to receive the report from the
Panel accurately.

After this test report is sent, the Control Panel will then send regular reports based on
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the setting of the Auto Check-in Report.

For example, if Offset Period is set to 2 Hours, and Auto Check-in Report is set to 3
Days, the Control Panel will transmit an event code 602 to the CMS after 2 hours, and
then report 602 event code periodically at a regular intervals of 3 days.

Options available are 1 Hour, 2 Hours, 3 Hours, 4 Hours, 6 Hours, 8 Hours, 12
Hours.

® IR Camera Resolution of Alarm Images: This is to select the resolution and number
of pictures taken by PIR Camera when the camera detects a movement in armed
mode.
Options available are 320x240x3 images, 320x240x6 images and 640x320x3
images.(Default)

® Outdoor IR Camera in Greysclae: This is to select whether pictures from Outdoor PIR
Camera should be taken in greyscale instead of color pictures.
Options available are: Disable(Color Picture) and Enable (Greyscale picture)

Area Setting

® Area: operation area

® Final Door: when the system is under away arming with Final Door set to On and a
Door Contact set as Entry device, then, the system will automatically full arm the
system once this Door Contact is detected as closed, event if the count-down period is
not yet complete.

® Arm Fault Type: this option is for you to choose how the system should respond when
it is being armed under fault condition.

- Confirm: The panel will first display a “Mode Change Fault” message. Arming again
within 10 seconds will force arm the system.

- Direct Confirm: The system will be force armed directly and report an event.

® Tamper Alarm: this is for you to choose whether the learnt-in external siren should
sound alarm when the tamper is triggered.

- Full Arm: when tamper is triggered under Full arm mode, Control Panel raises a local
alarm and sends report to the monitoring center. While under others modes (Home
arm/ Alarm off modes, etc.), the siren does not sound nor any report will be sent

- Always: Control Panel raises a local alarm for tamper-trigger in all modes.

® Mobility: this is for you to choose whether the Control Panel should report triggering of
Door Contact and PIR Sensors under Disarm Mode.

- On: Whenever a Door Contact or PIR Sensor is triggered under Disarm Mode, the
Control Panel will send a report

- Off: The Control Panel will not respond to Door Contact and PIR trigger under Disarm
Mode.

® Supervision Check: this option is used to enable system supervision function. When
ON is selected, the Control Panel will be able to receive the supervision signals from
the devices to monitor their condition.

Time Setting

® Supervision Timer: this is for you to set a perdiod that the Control Panel should be
able to receive the check-in signals form the devices. If the Control Panel fails to
receive a supervision signal from a device within the preset period, it will report a CID
event code (147) accordingly.

® Entry Delay 1 for Full Arm: this is for you to set Entry Delay Timer for full arm mode. It

is allowed to use correct Pin code to disarm the full alarm mode and the alarm reporting
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will not be sent during the time period you set in Entry Delay 1 for full arm mode. On the
other hand, if the correct Pin code has not entered during the period, Control Panel
raises an alarm and sends alarm report.

If Door Contact (DC) or PIR Detector (IR) is set as Entry Delay 1 for Full Arm attribute,
the system will get into counting down period (Away entry timer) while the DC or IR is
triggered under full arm mode.

Entry Delay 2 for Full Arm: this is for you to set Entry Delay Timer. It is allowed to use
correct Pin code to disarm the full alarm mode and the alarm reporting will not be sent
during the time period you set in Entry Delay 2 for full arm mode. On the other hand, if
the correct Pin code has not entered during the period, Control Panel raises an alarm
and sends alarm report.

If Door Contact (DC) or PIR Detector (IR) is set as Entry Delay 2 for Full Arm attribute,
the system will get into counting down period (Away entry timer) while the DC or IR is
triggered under full arm mode

Exit Delay for Full Arm: this is for you to set Exit Delay Timer. While the system gets
into Away arm mode by Control Panel, Remote Controller(RC) or Remote Keypad
(KP), the Exit Delay timer starts counting down.

During the counting down period, pressing the Arm Button of the RC can restart the
counting. In addition, you can press_Disarm Button of the RC to stop the counting and
return to Alarm off mode.

Entry Delay 1 for Home Arm: this is for you to set Entry Delay Timer. It is allowed to
use correct Pin code to disarm the home alarm mode and the alarm reporting will not
be sent during the time period you set in Entry Delay 1 for Home Arm. On the other
hand, if the correct Pin code has not entered during the period, Control Panel raises an
alarm and sends alarm report.

If Door Contact (DC) or PIR Detector (IR) is set as Entry Delay 1 for Home Arm
attribute, the system will get into counting down period (Away entry timer) while the
DC or IR is triggered under full arm mode.

Entry Delay 2 for Home Arm: this is for you to set Entry Delay Timer. It is allowed to
use correct Pin code to disarm the home alarm mode and the alarm reporting will not
be sent during the time period you set in Entry Delay 2 for Home Arm. On the other
hand, if the correct Pin code has not entered during the period, Control Panel raises an
alarm and sends alarm report.

If Door Contact (DC) or PIR Detector (IR) is set as Entry Delay 2 for Home Arm
attribute, the system will get into counting down period (Away entry timer) while the DC
or IR is triggered under full arm mode

Alarm Length: this is for you to select the external siren duration when an alarm is
activated. Options are disable (no siren alarm) and 1-min to 15-min in 1- min
increments.

Sound Setting

(The Control Panel does not have a built-in buzzer, the Sound Setting is used to control

external siren or bellbox included in the system..)

Entry Delay Sound for Full Arm: this is for you to decide whether the system should
sounds count-down beeps and volume of beep during the entry delay time in the full
arm mode.

Exit Delay Sound for Full Arm: this is for you to decide whether the system should
sounds count-down beeps and volume of beep during the exit delay timer in the full arm
mode.

Entry Delay Sound for Home Arm: this is for you to decide whether the system should
sounds count-down beeps and volume of beep during the entry delay time in the home
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arm mode.

Exit Delay Sound for Home Arm: this is for you to decide whether the system should
sounds count-down beeps and volume of beep during the exit delay timer in the home
arm mode.

Entry/ Exit Only Final Beeps: This is for you to determine when the system should
start warning beep during Entry or Exit countdown timer. For example, if the setting is
set to 5 seconds, the system will only start warning beep during the last 5 seconds of
Entry or Exit countdown timer. When set to Disable, the Control Panel will sound
warning beep during the entire Entry or Exit countdown timer.
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6.3. PIN Code

6 User PIN Codes are available in each Area. Each consists of 4 digits (only valid for numeric
number 0~9). User PIN code #1 for each Area is always activated factory default.

All  User PIN Codes are used to regularly arm/disarm the system and are allowed to access the
Programming mode accompanied with the Master Code.

User PIN #1 in Area 1 User PIN #1 in Area 2
Password: 1234 Password: 4321

m|T

Horre

0
[ Panel
0
|

istory Records Area

vent Log

e =
[ Device History
+(JDevice Managernent 1 1234 User
+ [ _Network Setting

+[1System Setting 2
[ Logout )

PIN Code

Area |1 w

[=[luser Code Setting
No. User Code User Name Latch Delete

Q]

O ooojia
O ooojia

Area

Area: select an operation area.

User Code Setting

User Code: an access code authorized for accessing the system.

User Name: each individual User can be given a name for easy recognition when
understanding system events. User Names can be named when first setting them or by
editing them afterwards. The procedure is similar for both situations. 17 alphanumeric
characters are available per name.

Latch: this is to program the Latch Key Reporting feature for all users and any
arming/disarming actions of the Remote Controllers of the system. Please click the box
to select the options.

Latch > Latch Report ON = Whenever the system is armed, partially armed or
disarmed, the Panel will transmitt Contact ID code / SMS message / GPRS
reporting (according to pre-setting) to notify the Central Monitoring Station.

O Latch > Latch Reprot OFF = Whenever the system is armed, partially armed or
disarmed, the Panel will NOT transmitt reporting(s) to notify the Central Monitoring
Station.

Delete: except User #1 can’t be deleted in any way, User#2, 3, 4, 5, and 6 PIN codes
can be deleted by clicking the Delete box. With a tick in the Delete check box, it means
this particular PIN code will be deleted.
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7.

Network Settings

7.1. Network

This

is for you to program the Network for IP connection.

B

B

L

%MFM Obtain an IP address automatically (DHCF)
B

B Captured Events
B Reported Events

jm Default Gateway
+_JDevice Managernent
- Metwork Setting Default DMNS 1
Metwork
T Wicless Default DME 2 }
L1UPnP DS Flush Period | Disable

+ ;ISystem Setting
LA Logout

Home Network

Panel Setting Use the following IP address

PN Code IP Address
Subnet Mask

(D] Resat

Obtain an IP address automatically (DHCP)

If DHCP is selected, the Network will obtain an IP address automatically with a valid
Network DHCP Server. Therefore, manual settings are not required.

This is only to be chosen if your Network environment supports DHCP. It will automatically
generate all information.

Use the IP address

You can also enter the Network information manually for |[P_Address, Subnet Mask,
Default Gateway, Default DNS 1 and Default DNS 2.

Please make sure that you have obtained all required values according to your Network
environment. Please contact your network administrator and/or internet service provider
for more information.

DNS Flush Period

You can set the system to clear current DNS resolution records for all entered URL
settings (Reporting, Upload, XMPP...etc.) after a set time period. The system will then
resolve the Domain Name again and acquire new IP address for the URL settings. This
function is disabled by default.
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7.2. Wireless (Optional)

The Wireless page is only available to panel model with built-in wifi function.

Climax

Horme Wireless Setting
Pane

B
B
%Histury Records SSiD:
B

Event Lag
Panel Setting Authentication Mode: | Open v

LI1PIN Code
jCaptured Events
| 1Reported Events Encryption Type: | Mone v
[ ] Device History .
+ [ Device Managerment Wey Index: [0 ¥
= {3 Metwork Setting Key:

. Loty

Pre-shared Key:

Site Survey. . |

+[3ystem Setting
DLDgout

Obtain an 1P address automatically (OHCF)
Usze the following IP address
IP Address

Subnet Mask

Default Gateway

Default DNS 1

Default DMNE 2
OK | | Resst

There are 3 ways to connect to the wireless network.
1. Click “Site Survey” to search for available wireless access points. Select the desired
access point and click “Add” to connect to wireless network.

Site Survey... |
Wireless APs X
SSID MAC Authentication Encryption Signal Level
Climax_Office_ASLIS 40:16:7E:BE:.66:40 WP AZPSK AES Add
LyREL-HwW FC.Fo:28.F7:Ca:57 WRARSK AES Add
Climax-+I1F CHB0:00:E3:D0:55 OPEN MOME Add

2. Enter the wireless information manually and click OK to connect.

3. Use the WPS function to connect to wireless network. Locate the Function Button at
top of the Control Panel, press and hold the button for 3 seconds to enable WPS
function. Refer to your wireless router setting to complete WPS setup.

36



7.3

UPn
and
data

. UPnP

P is Universal Plug and Play, which opens networking architecture that leverages TCP/IP
the Web technologies to enable seamless proximity networking in addition to control and
transfer among networked devices in the home, office, and public spaces.

B
B
B
B

———
Climax

+ 1 Device Managerment
-3 Metwork Setting

Home UPnP

History Records Enable UPRP Device.

Event Log
Panel Setting Enable UPnF Port Redirect.

PIN Code Port Forwarding
Captured Events o

Renorted Events Application Web Server
Device Histary Local Part

External Port

j_Ne_twnrk Pratocal
Wireless

ol
|

LIPnP ]2 | Reset

oystem Setting
Logout

Enable UPnP Device:

When enabled, you will be able to see this device via any UPnP discovery tool (e.g.
Window XP).

Enable UPnP Port Redirect:

The device will try to find an UPnP-supported router and set up the port to redirect to the
router.

Port Forwarding:

Port forwarding function allows you to configure specific communication ports to be routed
to your system over the Internet for users to access their IP camera(s) remotely.

1. Local Port: type 80.
2. External Port: type 8080.
3. Protocol: type TCP.

After port forwarding has been set up, the router will forward incoming requests on port
that your IP Camera users. To set up port forwarding on your router, please refer to your
router’s instruction manuals for detail.
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8. System Settings
8.1. Administrator Setting

It is used to set new Administrator Log-in Name and Password when accessing this web page.
Please note the Caps for your Log-in Name and Password.

Step 1. Enter the preferred Login-in Name.

Step 2. Enter the preferred Password in the “New Password” field and repeat the same
Password in the Repeat Password field.

Climax

Change Password

I_J

%Elﬂtﬂtr!{L—REEDrd Lzer Mame: admin
vant Lo

jF‘aneI etting
_PIM Code
jCaptured Events
jﬂepnned Events

jm Repeated Passward:
+ [ 1Device Management

+ [Netwark Setting 0] 4 Feset
- yetem Settinn ‘ - )

Change Password
[ [Home Aotomation
chene

jRepnn
ande =etting
LISMTP
| Media Upload

_Palling
JEMPR

j Date & Time
ijnamm OnS
Test IP
jFlrmware

j Factory Heset
| 1Backup & Restore

ijatem Log
[ 7 Logout

e Marme:

Menwe Password:

22014 Climax Tech. Co., Ltd.
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8.2. Home Automation
It is used to set Home Automation rules to control sensors and home appliances. You can set 20

rules.
——
Climax
[1Home Home Automation
L] Panel
= rea ule Condition ule Schedule xecution
%W 4 A Rule Conditi Rule Schedul Executi
vent Log
| 1Panel Setting 1 Ernpty Always Ernpty
1PN Code :
| ] Captured Events 2 Empty Always Empty | Edit |
j Reporned Events :
[ 1Device History 3 Empty Always Empty Edit
+ ] Device Management -
+ DMQ 4 Ernpty Always Ernpty | Edit |
-+ System Setting :
3 Change Password 5 Ernpty Always Ernpty Edit
T 5 Ernpty Always Ernpty | Edit |
Eeport .
%Code Settin 7 Ernpty Always Ernpty Edit
SMTP .
[ Media Upload g Ernpty Always Ernpty | Edit |
Puolling .
%XMF‘F‘ 9 Ernpty Always Ernpty Edit
Date & Time !
e 10 Empt Al Empt Edit
) Dynarnic DNS e e e sl
an_as_HF' 11 Ermpty Always Ermpty Edit
j Firmmware
|1 Factory Reset 12 Ermpty Always Ermpty Edit
j Backup & Festore - .
[ 1System Log 13 Empty Always Empty Edit
D Logout
14 Ernpty Always Ernpty | Edit |
15 Ernpty Always Ernpty Edit
16 Ernpty Always Ernpty | Edit |
17 Ernpty Always Ernpty Edit
15 Ernpty Always Ernpty | Edit |
19 Ernpty Always Ernpty Edit
20 Ernpty Always Ernpty | Edit |
| OK | | Reset |

Step 1. Click on Edit.

Step 2. Select an operation area.

Step 3. Set a rule condition.

Step 4. Set a rule schedule.

Step 5. Select the corresponding action rules in the Execution field.
® Area

Select either Area 1 or Area 2
[ ) Rule Condition

&= Empty : if the rule condition is set as Empty, the system will follow the schedule time
and execution rule to respond accordingly.

& Trigger Alarm : if the rule condition is set as Trigger Alarm, when the selected alarm
event is triggered as you specify, the system will follow the schedule and execution rule
to respond accordingly.
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Trogger Alarm o
Burglar &lanm b

Mode Change : if the rule condition is set as Mode Change, when the system changes
to Disarm/ Full Arm/ Home Arm 1/ Home Arm 2/ Home Arm 3, the system will follow the
schedule and execution rule to respond accordingly.

Mode Change w

Dvizarm w

Mode Change and Exit Timer Stopped : if the rule condition is set as Mode Change
and Exit Timer Stopped, when the system changes to Full Arm/ Home Arm 1/ Home
Arm 2/ Home Arm 3, the system will follow the schedule and execution rule to respond
accordingly after the Exit Delay Timer expires.

‘Made Change And Exit Timer Stopped |+
Full &rm o

Temperature Below : if the rule condition is set as Temperature Below, when the
sensor specified by selecting the zone number, detects the temperature degree below
the point that you select , the system will follow the schedule and execution rule to
respond accordingly.

[Temperature Below |
[Zone1 = |28 =|°C

Temperature Above : if the rule condition is set as Temperature Above, when the
sensor specified by selecting the zone number, detects the temperature degree above
the point that you select , the system will follow the schedule and execution rule to
respond accordingly.

[Temperature Above =]

[Zone1 =|:|268 ~|°C

Temperature Between : if the rule condition is set as Temperature Between, when
the sensor specified by selecting the zone number detects the temperature degree
among the range you speciify , the system will follow the schedule and execution rule to
respond accordingly.

| Temperature Betwaen j

|Zone1 =|:[25 =|c-[28 =|C

High Power Consumption : When set as Power Consumption Above, if the power
output watt from a specific Power Switch exceeds, the rule will be activated according
to rule schedule and execution setting.

Fower Consumption Ahove v
Zone1 ¥ |[1000w -

Humidity Above : When set as Humidity Above,if the humidity reading from specified
room sensor rises above the level specified, the rule will be activated according to rule
schedule and execution setting.

Humidity Abowve v
fonel ¥ 0% ¥
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Humidity Below : When set as Humidity Below,if the humidity reading from specified
room sensor falls below the level specified, the rule will be activated according to rule
schedule and execution setting.

Humidity Below ¥
Zonel ¥ 0% v

LUX Between : When set as LUX Between, if the lux reading from specified light
sensor falls below the level specified, the rule will be activated according to rule
schedule and execution setting.

LLL< Between r
Zone 1 oo v~0 T

Random : The Random condition must be used along with Rule Schedule setting. Set
a percentace from 1 to 10%. When the panel time reaches programmed Rule Schedule
time. The Panel will activate rule according to set chance.

Example: If set as 10%, whenever the panel reaches programmed Rule Schedule time,
there will be a 10% chance the rule is activated.

Randam r
1% ¥

Rule Schedule

&=

Always : if the rule schedule is set as Always, the system will always follow rule
schedule to respond accordingly.

Schedule Once : if the rule condition is set as Schedule Once, the system will follow
the rule condition and execution rule to respond accordingly for one time on the date
and time, that you specifiy.

[ Schedule Once =]

[2010 =|fa |8 =] [10 =|f10~]

Schedule Every Month : if the rule condition is set as Schedule Every Month, the
system will follow the rule condition and execution rule to respond accordingly every
month on the date and time, that you specifiy.

[Schedule Every Month =]
|1|:| "”12 "’IZ|1|:| "I

Schedule Every Week : if the rule condition is set as Schedule Every Week, the
system will follow the the rule condition and execution rule to respond accordingly every
week on the date and time, that you specifiy.

[Schedule Everyweek |
|5unday vI|1IZI vI:|1III 'I

Schedule Every Day : if the rule condition is set as Schedule Every Day, the system
will follow the the rule condition and execution rule to respond accordingly every day on
the time, that you specifiy.

| Schedule Every Day j

|1EI vI:|1III "I
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Execution Rule

&~ Zone Switch Off: a device in the zone which you specify will be switched off.

[ Zone Switch OF x|

|E|:|ne1 vI

Zone Swich On : a device in the zone which you specify will be switched on.

[Zone Switch on =]

|Znne1 vI

Zone Switch Level:: this function is used for Z-Wave device Dimmer only to control the
output percentage.

 Zone Switch Level v |

Zone 1 w||Off ]

Zone Swich Toggle : a device in the zone which you specify will be toggled on/off.

| Zone Swifﬁh "I'-n.ggl'é w
Zone 1 v

Group Switch Off : devices belonging to the group selected select will be switched off.

| Group Switch O = |

|Gr|:n_|p1 vI

Group Switch On : devices belonging to the group selected will be switched on.

[ Group Switch on =

|Grnup1 vI

Mode Change : the system will change to the mode (Disarm/ Full Arm/ Home Arm 1/
Home Arm 2/ Home Arm 3) as you specify.

[Mode Change =]

|FuIIArm TI

Request Image : The PIR Camera in specified zone will take a picture.

[Requestimage |

|Z|:|ne1 'I

Request Image (All) : All PIR Cameras in the system will take a pictureh.

[ Reguestimage (4 x|

Request Image (No Flash): The PIR Camera in specified zone will take a
picture.without activating its LED flash.

Request Image (Mo Flash) W

Zone 1

Request Image (All, No Flash) : All PIR Cameras in the system will take a picture
without activating LED Flash.

Request Image (All, Mo Flash) | w
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Request Video : The PIR Video Camera or IP Camera in specified zone will record a
video.

E_eque_st ‘_u"i;Ien W
fone 1 |»

Request Video (All) : All PIR Video Cameras and IP Cameras in the system will
record a video.

|Request Video (All) ~ |

Setup UPIC:: The UPIC and specified zone will transmit Off/Heat/Cool command to the
air conditioner as programmed.

Setup UPIC v
Fone 1l v | | Off v

Hue Control:: Adjust the hue and saturation of the Philips Hue at sepecified zone as
programmed.

Hue Contral ¥

Zonel ¥ .0 ¥ |0 v
e 'S\aluratlon

u
Trigger Alarm:: the system wil\_lreport a High Temperature Alarm or Low Temperature
Alarm.

| Trigger#lam ___|v]

Zone 1+ || High Temperature Alarm v |

Apply Scene:: the system will execute preprogrammed Scene number. Please refer to
8.3. Scene for detail.

Apply Scene w

Scene 1w
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8.3. Scene

The Scene setting allows you to customize a series of actions with your devices, such as Power
Switch control, image/video request, mode change and trigger alarm. The programmed scene
can be set to activated when a device is triggered. (See 5.1.3. Edit Devicesl), or when a Home
Automation Rule is excuecuted. (See 8.2. Home Automation) For example, you can set a
scene to control multiple lightings, then set your Remote Controller to activate the scene when
the button is pressed, or set a Home Automation Rule to activate the scene.

—e—
Climax

Horne Scene

[
]
%M}fm # | Name
L

Panel Setting #| Area Execution

_1PIM Code Ermpty

jCagtured Events Delete

[ 1Reported Events 1 |Empty Ernpty

| 1Device History Ermpty

+ [Device Managernent

+ [ Metwark Setting

- System Settin
Change Passward

Horne Autormation

SCEene

Ermpty

| e | L0 D —
JEPA R R A

Empty

Area Execution
Empty Edit
Ermpty Delete
Empty

]

= |2 D

—

ElENE
M|k (WM —

de Settin 2 |Empty

o
=
|::|

lia Uploa Empty

=
=
S o ===

Ermpty

LJLJLJLL
=2 | %
%

=
)
Ll

jDate & Tirne

L 1Dynamic DMS

[ 1Test IP

| I Firmware

[ IFactory Reset 3 |Empty
B Backup & Restore

ijstem Log

DLDguut

He

Area Execution
Ermpty Edit
Empty Delete
Ermpty

Empty

7| = | L | B | —
JENPR [ R

Ermpty

Step 1. Click on Edit.

# Name
# Area Execution
1111« Ermpty ¥
1 r Ermpty r
Dane
1T Empty r

1T Empty r

[0 T Y S N A 0

1 Empty v

Step 2. Enter a name for the scene.
Step 3. Select an Area

Step 4. Select an action to be executed when the scene is activated. Refer to the Rule
Execution section in 8.2. Home Automation for detail.

Step 5. Repeat Step 2-3 to setup the execution you wanted. As many as 5 executions can be
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included in one scene.
Step 6. Click “Done”.
Step 7. Click “OK” at bottom of webpage to confirm the new scene setting.
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8

4. Reporting

This is used for installer to program/ set all requirements for reporting purposes.

¥

¥

——
Climax

Home Report

4
[ Panel

% History Recards # Reporting URL
]

Event Log

Panel Setting 1
[1PIN Code
[ captured Events 2
DRegoned Events
[ Device History 3
(1Device Management
CMetwork Setting
lSystemn Settin

Change Password 5

[ Hame Automation

B
Repon 7
OHe Serhg
L] ShTP g
[ Media Upload
L] Pollin 5
NP
[ ) Date & Time 10
[ Dynarmic DNS
[Test IP 11
[ Firmware
[ ] Factory Reset 12
j Backup & Restore
[ 1System Log 13
DLugout
14
15
16
17
18
19
20

Level

Al events

All events

All events

Al events

All events

All events

Al events

All events

All events

Al events

All events

All events

Al events

All events

All events

All events

Al events

All events

All events

Al events

v

Group 1 Group 2 Group 3 Group 4

Essential Essential ¥ | || Essential ¥ | || Essential ¥

99 Retry ¥ 989 Retry v 98 Retry v 99 Retry ¥

Group 5

Essential ¥

99 Retry ¥

Reporting URL

This is used for installer to program/ set all requirements for reporting purposes.

&~ Report via IP in CID format:

ip:/[Account Number@server ip:port/CID

%~ Report via IP in SIA format:

ip//[Account Number @server ip:port/SIA

¥~ Report via IP in CSV format:

ip//[Account Number @server ip:port/CSV

%~ Report via IP in CSV format including user name and password:

ip//[Account Number @server ip:port/CSV/User/Pasword

<NOTE>

%~ Account number is 4 ~ 6 digits.

%~ Report via email (Requires SMTP setting)

mailto: user@example.com

Level
Select a reporting condition:
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All events: the system will report any event to this destination.
Alarm events: the system will only report alarm event to this destination.
Status events: the system will only report status event(mode change /fault/auto cheeck-in..)
to this destination.
Group
Select a group for your report destination The system will make report according to the
following settings:
%~ Group with higher priority will be reported first: Ex: Group 1 > Group 2 - Group 3....

%~ |f reporting to the first destination in a group fails, the system will move on to the next
report destination in the group.

%~ |If reporting to one of the report destinations in a group is successful, the system will
consider reporting to this group successful and stop reporting to rest of the destinations
in the group. It will then move on to report to the next group.

%~ If reporting to all destinations in a group fails, the system will retry the reporting
according to retry times set below. If reporting is still unsuccessful after retries, the
system will move on to report the the next group according to Essential/Optional setting
below.

&~ After completing a round of reporting (From Group 1 > Group 2 ..... ->Groupb), If there
is any group set as Essential which has not received report successfully, the system
will restart the reporting cycle to retry reporting until every group set as Essential is
reported successfully.

Essential/Optional

Essential: the system will report to any group set as Essential. The system will never give
up trying to report to any group set as Essential until at least one of the
destinations in every Essential group successfully receives the report. Group 1
is always set as Essential and cannot be changed.

Optional: The system will only report to group set as Optional when reporting to its
previous group failes. For example: if Group 3 is set is optional, the Control
Panel will only report to Group 3 if reporting to Group 2 fails.

1 Retry/ 3 Retry/ 5 Retry/ 10 Retry/ 99 Retry:

If the no report destination in a group could be reached, the system will retry the report

according to the retries times set here.
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8.5. Code Settings

The Duress Code, Master Code & Temporary Code adds the flexibility of different security level
for operation in Code Settings menu.

Step 1. Key in your preferred 4 digit Installer Code, Duress Code, Master Code, and/or

Temporary Code.

——
Climax

j Captured Events
j Fepored Events
j Device History

% Code Setting
%ﬁfﬁﬂ Installer Code (79582
jF’aneI =etting Area |1 ¥
_1PIN Code

Duress Code
Guard Code
Master Code 11111

+ [ JDevice Managerment
+ I Metwork Setting Temporary Code Latch

-3 System Settin
Chanige Password ]2 Reset

[ JHome Automation

Code Setting

|1 Media Upload

_1Palling
[ EMPP

| JDate & Time

F Dynarmic DNS
1TestIP

| Fitrriweare

JF Factory Reset

| 1Backup & Restare
F oystern Log

P Logout

Step 2. You can also choose to have Latch Option On / Off for Temporary Code by tick the
Latch Option box and press OK to confirm the settings.

® Installer Code
This function is currently disabled.
® Area

Each Area has different Duress Code, Master Code, and Temporary Code. Select the Area
to program the code setting in this area.

) Duress Code

The Duress Code is designed for transmitting a secret & silence alarm.

When Duress Code is used for accessing the system, the Control Panel will report a
secret alarm message without sounding the siren to the Central Monitoring Station to
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indicate of a Duress Situation in Progress.

The Duress Code consists of 4 digits and is not activated as default by the factory.
Guard Code

The Guard Code is designed for security patrol personnel to arm/disarm the system. It can
be set the same as a User PIN Code.

The Guard Code consists of 4 digits and is not activated as default by the factory.
Master Code

This function is currently disabled.

Temporary Code

Temporary Code is also used to arm/disarm the system, but it is for a temporary user. The
temporary Code is ONLY valid for one-access per arming and disarming. Afterwards, the
Temporary Code will be automatically erased and needs to be reset for a new Temporary
user.

The Temporary Code consists of 4 digits and is not activated as default by the factory.
Latch Option

This is to program the Latch Key Reporting feature for Temporary Code. Please click the
box to select the options.

M Latch - Latch Report ON = Whenever the system is armed, home/ day home/ night
home armed or disarmed, the Panel will transmitt Contact ID code / SMS message /
GPRS reporting (according to pre-setting) to notify the Central Monitoring Station.

L) Latch > Latch Reprot OFF = Whenever the system is armed, home/ day home/ night
home armed or disarmed, the Panel will NOT transmit reporting(s) to notify the Central
Monitoring Station.

Delete

Except Master Code which can’t be disabled in any way, Temporary and Duress Code can
be disabled by cleaning the code box and leaving the box as blank.

49



8.

6. SMTP Setting

Program the mail server related settings. The email account you set here would be used to send
report for events

_
Climax
SMTP Setting

1Ho
zu

smr Records Sarver
j :
B

Event Lo

Panel Setting Fort: |25
L1PIN Code

_Captured Events
B Eeported Events Password:

ser:

j Device History

+ [ 1Device Managernent Frarn:

J: ggeg;;: SS:ttttiirT‘g Using TLS/S5L encrypted channels (Secure SMTR)
Change Password Ok | | Reset

anme Automation

| 1Scene .
_1Report Test E-Mail

ST Receiver:
Edia Upload O

Reset

[ JTest IP @201 4 Climas Tech. Co, Ltd.

j Factory Reset
P Backup & Restore
F] Systermn Log

D Logout

Step 1. Enter the following settings:

Server: set the mail server (max. 60 digits/alphabets).

Port: set the port number (max. 5 digits/alphabets).

User: set the mail account name (max. 30 digits/alphabets).

Password: set the password corresponding to the mail account name (max. 30
digits/alphabets).

From: set the email address according to your mail sever and account name. If your mail
server supports other email address, you can enter the email address here. (max. 30
digits/alphabets).

Using TLS/SSL encrypted channels (Secure SMTP):If your mail server uses TLS or
SSL encryption method for secure transfer, please click the box to enable the setting

Step 2. Click OK to confirm the setting.

Step 3. If you want to test the email setting, enter an email account under Test E-mail receiver

field and click OK to send a test email .
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8.7. Media Upload

The Media Upload function sets the upload destination for video clips captured by IP Camera.

———
Climax

jF‘aneI

| ] Event Log

LIPIMN Code
jCagtured Events

| ] Device History

-5 Systern Settin
Change Password
jHDme Automation
[ )Scene Mote
jRegun
| ] Code Setting
ZhTE

| Media Upload

[ 1¥MPP

| Date & Time

[ 1 Dynamic DNS
[1Test IP

| Firmware
jFactDry Reset

B Backup & Restore
ijstem Log
DLUgDut

[ Home Media Upload
[ History Records URL 1:

[ 1 Panel Setting URL2:
URL3:
| 1Reported Events URL 4

+[]Device Management URL &
+ [ Metwork Setting Prefix:

Delete events after uploaded.
- 1. Upload wia [P (Ethemet or GFRS) in FTF protocal, ex: fip:fuserpasswordi@serer/path
2. Upload via IP (Ethernet or GPRS) in HTTP protocal, ex: http:semer/path
3. Mail via IP (Ethernet or GPRS), ex: mailto: usen@server
4. Zend MMS e-mail via GPRES, ex: mms: usen@mail serer
5. Send MMS via GPRS, ex: mms: telephone
| Ok | Reset |

@201 4 Climax Tech. Co., Lid.

® URL 1~5: Upload destination for the video clips

®  Prefix: The prefix assigned

the file name of captured video clip for you to identify the file.
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8.8. Polling

The polling function enables the Control Panel to query the destiation you set (URL1 or URL2) in
turn as to whether it has any data to transmit.

——
Climax

_IHome

B[E

j |st|:|r3,§ Records URL 1:
jEvent Lo

jPaneI Setting LIRL 2
_1PIN Code _

_]Captured Events Interval: 10 )

jm Ex: ip:ffsemerport/path (via Ethernet or GPRS)

] Device History _
+ [ JDevice Managerment Events: 0

+ [ Metwark Setting 1174 Reset
- System Settin
Change Passwaord

| JHome Automation

Polling

[ IReport @2014 Climax Tech. Co., Ltd.

[ JCode Setting
_1SMTE

Media Upload
Folling

| Date & Time

F] Dynamic DNS
[Test 1P

| Eirmware
jFactory Feset

F] Backup & Restore
F) System Log
DLnguut

® URL/URLZ2: ip://server:port/path
® Interval : interval time of polling
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8.9. XMPP

XMPP setting enables the Control Panel to query the set destination. This setting is required for
the Control Panel to connect to server for further remote control.

Climax

XMPP

%ELJ[DHM serer [homeportal clirmas, corm. tw
vent Lo

jF’anel Setting Backup Server:
%F‘IN Code Port: (5222
Captured Events _
_1Reported Events User.
| Device History Fassword:
+(Device Management Damain: [climax-hame-partal

* hletwork Settin Buddy List: |security_admin

-3 Systern Settin : —
Change Password Fing Intereal: | 40 s8c ¥
%gnme Automation Connected. Events: O
CENE
j@m QK | | Reset
I Code Setting
L1 SMTP
| tdedia Upload
. — E2014 Climax Tech. Co., Ltd.

I_J

Oafe & Time
|1 Dynarnic DNS
| Test IP
| Firmware
jFactnry Feset
| 1Backup & Restore
ijatem Log
DLngnut
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8.10. Date & Time

Program the current Date & Time. Normally this will automatically synchronize with Network
Time Server with a valid internet connection.

———
Climax

_1Home
_1Pa
3w Date 201412112 | Bl pyyypndidd)

j Event Lo )
jpane| Setting Time 05 33 thhomim) | b o

_JPIN Code Ok | | Reset

F] Captured Events

F] Reported Events

[ Device Histary Time Zone

+ _JDevice Management

+ [ Metwork Setting Titne Fone | (GMT+00:00) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, Londaon ¥

-3 Systern Settin ok | [ g
t
Change Password i
| JHome Automation

%% Internet Time

%%ﬂq Automatically synchronize with an Internet time server.

[ IMedia Upload Server| pool.ntp.org v
%M (8] Reset
[ 1Date & Time

Date & Time

rADE
Date & Time
Tyniarnic O

Te
j Firrrware
B

| |Factory Reset ®201 4 Climas Tech. Co., Ltd.

Backup & Restore
j aystemn Lo

3 Logout
] Date & Time: set current month, date and time.

® Time Zone: choose your time zone, and then the system will calculate the daylight saving
time automatically (if necessary).

® Internet Time: the system will automatically synchronize with an internet time server. Tick
the check box to enable this function. Available options: pool.ntp.gov, time.nist.gov and

tick.usno.navy.mil.
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8.11. Dynamic DNS

It is used to get your real public IP address on the internet.

_
Climax

Dynamic DNS

I_J

jﬂm Dynamic DMNS Server http:ffcheckip dyndns.arg

j Event Lo . )
] Panel Setting Your public IP address is: 59.124.230.221

_PIM Code OK | | Reset
j Captured Events

j Feported Events

j Device History

+ [_JDevice Management

+ [ Metwark =etting
-y System Settin

Change Password
j Horme Autormation
j SCENE

j Feport
j Code Setting
[ 1SMTP
| Media Upload

| Polling
| EMPP

jDZnamic DNSl
Test IP

j Firrmware

j Factory Heset
| 1Backup & Restore

j Systemn Log
D Logout

E2014 Climax Tech. Co., Lid.

| |

® Dynamic DNS Server: http://checkip.dyndns.org
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http://checkip.dyndns.org/

8.12. Test IP

This is for you to test the Control Panel internet connection.

I_J

j Event Lo

j FPanel Setting
_PIM Code

j Device History

Climax

j |st|:|r3.5 Fecords

j Captured Events
j Feported Events

+ 1 Device Management

+ 1 Metwork etting

-3 System Settin
Change Password

j Horme Autormation

j SCene

j Feport

j Code Setting
1 SMTP

| Media Upload
1 Palling

I ¥MPPR

j Date & Time
1 Dynamic DNS

| [ JTest IP
[FITTWare

j Factory Heset

| 1Backup & Restore

j System Log
D Logout

Test IP
LIFL:
Interval: |0 (sec, 0~559999)
Ex: ipdfsemer port/path (via Ethernet)
Ok | | Reset

22014 Climax Tech. Co., Ltd.

Step 1. Enter the URL destination you want to test connection to.

Step 2. Enter the test interval.
Step 3. Click “OK”

You can check the test connect result in System Log.
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8.13. Firmware Upgrade

You can update the firmware via this web page.

Step 1. Click on “Browse” and locate the latest firmware file (“unzipped image.bin” file) in
your PC.

——
Climax

%% Firmware Upgrade

ane

%Histur!f Records This page applies a firmware update to your alarm panel. You should anly apply updates with the correct
3

Event Log firmeware.
Panel Setting
%F’IN Caode Your current firrmware version is: ESGYY 0.0.2 9B
Captured Events
%%\W Firrreare File: | Choose File | Mo file chosen
Llevice misiary
+[1Device Management
+ [ Metwork Setting
=5 Systern Settin
Change Password
[ 1Horne Autormation Apply
[ 1Scene
jRegort
I Code Setting
RN
[ I Media Upload
[ 1Palling
[ 1¥MPE
jDate & Time
[ 1 Dynarnic DNS
Test P
Ij Firrarare
3 FactorrReset
F] Backup & Restors
ijstem Log
DLUgDut

To locate the correct file, click on the browse file button and find the directory you downloaded it to. Click
on the file and then OK. YWhen the filename appears in the box, click the apply buttan. DO MOT interrupt
the update process.

2014 Climas Tech., Co., Lid,

Step 2. Press “Apply” to upload the latest firmware. It will takes about 2~5 mins to load the file
onto the Control Panel.
Step 3. Wait for 1 min and do NOT power off during this time.

Step 4. Once Firmware upgrading is complete, it will automatically reboot the main unit.
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8.14. Factory Reset

Yan can clear all programmed parameters in the Control Panel and reset it to Factory Default.

Once the Factory Reset is executed, all the programmed data & IP values will returned to its
default value, and all the learnt-in devices will be removed. You have to reprogram and learn in
the device one by one again.

Remote Reset

Step 1. Tick the Kept current network setting box to keep the current Network settings.
Otherwise, the system will reset its value back to factory default.

Step 2. Press Yes to continue the Reset procedure.

Step 3. Wait for 1 min and do NOT power off during this time.

Step 4. Once reset is complete, it will automatically reboot the main unit.

Climax

Factory Reset

I_J

j gtur'_u_' Reacaords Your current firmware version is: ESGW 0.0.2.98

j Event Lo

j—qF'aﬂE| settin Do you want to restore this device to factory default setting?
_PIN Code
jCagtured Events
jﬂegurted Events

| ] Device History

+ _JDevice Management

+ T Metwork metting

-3 System Settin
iChanue Password E201 4 Climax Tech. Co., Ltd.

| JHome Automation
| IScene
jRegurt

I Code Setting
L1SMTP

_1tedia Upload
_1Palling
_1HMPP

| IDate & Time
ijnamm OMS
1Test IP
Firtrware

I_ Factory Heset
BT S REstare
ijatem Log
DLugnut

Local Reset

Kept current netwoark setting.

Yes

Step 1. Disconnect the AC adaptor.

Step 2. Press and hold the Function Button at top of Control panel and connect the AC adaptor
to the Control Panel. DO NOT release the Function Button.

Step 3. Keep holding the Function Button for about 45 seconds until all LEDS flashes 3 times.

Step 4. Release the Function Button and wait for the Control panel to reboot.
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8.15. Backup & Restore

Yan can backup all programmed parameters and save these programmed values into a file.
Besides, you also can restore pre-programmed settings.

8.15.1 Backup Data
Yan can backup all programmed data and save these programmed values into a file.

Step 1. Click Download configuration file.

Horne Configuration Backup

B
B
[ History Recards Configuration File: | Download
B
B

Panel Setting
LIPIM Code
jCagtured Events

Feported Event . . :
%ngizeeHist\urern 2 Configuration File: | Choaose File | Mo file chosen
Llevice History

+ (1Device Managernent To locate the correct file, click on the browse file button and find the directory you downloaded it to. Click
+ I Metwark Setting on the file and then OK. Yhen the filename appears in the box, click the apply button. DO MOT interrupt

- Sy stem Settin the update process.
Change Password

[ 1Home Automation Annl
e — pply
[ 1Scene
jREEDH

L] Code Setting
BREYIE

jMedia Upload E2014 Climax Tech, Cao., Lid.
L1 Polling

L EMPP

jDate & Time

L Dynamic DNS

[Test IP

jFirmware

Configuration Restore

Backup & Restore

DLDgDut

Step 2. A .bin file will be downloaded into your computer containing the panel’s setting

information..
8.15.2 Restore Settings

Step 1. Select a downloaded .bin file.
Step 2. Click Apply to apply the pre-programmed values to the panel.
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8.16. System Log

The sytem log webpage logs the control panel’s detail system operation history.

——
Climax
%% System Log
jHismrx Records Reload
jE\rent Log
%Wﬁ Time Priority = Class Action Source Message
jﬁurnec.lgEvems 201412412 05:39:15 B 30 YWireless LAMN Wrker Disconnected
B Reported Events 201412012 05:39:14 5} 30 YWireless LAMN Worker Disconnected
_1Device History 2014112412 05:35:48 B a0 Wyireless LAM | Worker | Disconnected
ClDew
4
L Dﬁg;’:\f;rygzgmemem 2014112112 05:33.47 B 30 | ‘wireless LAN | Worker | Discannected
Melwork oetiing
-5 System Settin 20141212 05:537:48 B 30 Wireless LARN Warker Disconnected
ﬁChan & Password 201412012 05:37:47 g 30 YWireless LAN Worker Disconnected
] Home Automation 20141212 05:37:39 B 30 | ‘Wireless LAN | Worker | Disconnected
R
[]Report 201412412 05:37:33 B 30 Wyireless LAN Warker Disconnected
[ Cade Setting 20141212 05:37:26 B ao Wirelass LAN Warker Disconnected
%EAT;Z Unioad 201411212 05:37:25 B 30 | ‘Wireless LAN | Worker | Disconnected
j Palling 201412412 05:37:16 B 30 YWiireless LAMN Worker Disconnected
jXMF‘F‘ 201412012 05:37:12 5} 30 YWireless LAMN Worker Disconnected
%%S 2014012012 05:37:11 B 0 Wireless LAN | \Warker | Disconnected
Samie e 2014/12/12 05:36:59 5 30 | ‘Wireless LAN | Worker | Disconnected
[ 1Test IP
L Eirmuware 20141212 05:36:58 B 30 Wireless LAN Worker Disconnected
jwyge_;et 2014012412 05:36:50 5 30 Wirgless LAM | Warker | Disconnected
— getare 2014/12412 05:36:49 B 30 | ‘Wireless LAN | Worker | Disconnected
] 20141242 05:36:31 5} 30 YWiireless LAMN Woarker Disconnected
20140112012 05:36:30 B 30 YWireless LAMN Worker Disconnected
201411212 05:36:18 B 30 Wireless LAN Warker Disconnected

Limit #of iterns: | 20 ¥

System Log File: | Download

® System Log File Download’ Click to download a detail log files into your computer for
more information.
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9. Event & History

This section introduces event history of the system.

9.1. Captured Events

This page stores all captured pictures and videos by PIR Camera and PIR Video Camera. When
a PIR Camera is triggered, it will take 3 pictures in quick succession, when a PIR Video Camera
is triggered, it will take a 10-second video clip. You can also request the PIR Camera to take a
picture and PIR Video Camera to take a 10-second video clip manually.

Caputred events will be displayed in this page with their information for you to view. Simply click
on the picture or video to view them. You can also click Delete to delete the event.

[JHome Captured Events
%F’ |
: Reload
Q
Time Area Zone Type Status Media Comment
= ——
IDEE 2012-09-12 16:24:52 1 10 Requested Daone | Mo Packet Lost Delete
L Devies Histony [ -
+_1Device Management | s
< q 7 =z
+ |_Ilistwork Seltin 2012-08-28 14:30:42 Requested Done Video No Packet Lost Delete
_1System Setting
[Logout 2012-08-28 14:21:12 Requested Done Video No Packet Lost Delete

Limit # of items: |10 |»]

® Reload : Click to refresh the page content
® Limit # of Items: Click the drop down menu on the pageto select the numbers of captured
events you want to display.

61



9.2. Reported Events

This page stores all triggered events by the control panel by recording the events’ CID event

code and report status.

Panel Setting
N =1]

Reoned Events

=
+ []Device Management
+ [ Jhetwark Setting
+ 1System Setting

[ Logout

Reported Events

Reload

Time
2013-11-04 08:12:40
2013-11-04 07 42:45
2013-11-04 07:31:12
2013-11-04 07:07:02
2013-11-04 07:06:37
2013-11-04 08:56:50
2013-11-04 06:51:24
2013-11-04 06:37:08
2013-11-04 06:19:20
2013-11-04 08:19:11
2013-11-04 05:18:59

Lirnit # of iterns: | 20

1]
i
1
1]
1
1
2
1]
1
1
2

w

s e O = ae o= oo

Trigger
Trigner
Trigger
Trigger
Trigger
Trigger
Trigner
Trigger
Trigger
Restore
Restore

Area Zone / User Trigger / Restore CID event

602
3
383
602
383
383
401
311
401
401
401

Message
Periodic Test
Panel Battery Missing/Dead
Tamper
Periodic Test
Tarnper
Tarmper
Remuote Disarm
Panel Battery Missing/Dead
Remote Disarm
Rermote Arm
Rermote Arm

Report Status
Done (Mo Transmission
Done (Mo Transmission
Daone (Mo Transmission
Dane (Mo Transmission
Done (Mo Transmission

)
)
)
)
)
Done (Mo Transmission)
Done (Mo Transmission)
Dane (Mo Transmissian)
Done (Mo Transmission)
Done (Mo Transmission)

)

Done (Mo Transmission

Comment

® Reload : Click to refresh the page content

® Limit # of Items: Click the drop down menu on the pageto select the numbers of captured

events you want to display.
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9.3. Event Log

The Event Log page records specific actions performed by the Control Panel and accessory

devices.
PN
Climax
[1Hame =
DF'aneI Reload
[ 1History Records
Time Area Mode Action User Source Device Type Message
LI 20150112 05:26:09 Switch To Standard Mode Panel Wyeh
E%Evems 20150112 05:25:35 Device Added Zoned | IP Camera Weh
[1Reported Events 20150112 05:25:04 Switch To Learn Mode Panel Wyeh
DM{ 20150112 05:25:.03 Switch To Standard Mode Panel Weh
+ (Devee Management 2015/01/12 05:23:43 Switch To Leam Mode Panel Web
+ C1Network Setting -
+ C1System Setting 20150112 04:09:49 Switch To Standard Mode Panel e
[ILogout 20150112 04:08:20 System Fault Panel ArealZonel Tamper, Areal Zoned Tamper
201540112 04:03:20 Disarm Device Tamper Zoned | IR Camera Trigger
20150112 04:04:45 Switch To Learn Mode Panel Yyeh
20150112 04:04:45 Switch To Standard Mode Panel e
20150112 04:03:31 Device Added Zoned | IR Camera Yyeh
20150112 04:02:32 Device Added fone2 Dimmer Wieb
20150112 04:01:35 Switch To Learn Mode Panel Yyeh
20150112 03:41:13 System Fault Panel ArealZonel Tamper
20150112 03:41:12 Disarm lgnored Zonel Door Contact Tarmper lgnored
20150112 03:41:12 Disarm Device Tamper Zonel Door Contact Trigner
System Fault Panel Restore
System Fault Panel Metwark Cable Unplugged, ZigBee Not Ready
Initialize Panel Ready
20150112 03:16:07 System Fault Panel ArealZonel Tamper

Lirnit # of iterns: | 20

v

® Reload : Click to refresh the page content

® Limit # of Items: Click the drop down menu on the pageto select the numbers of captured

events you want to display.
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9.4. Device History

You can track your accessory device status history under Device History. For Power Switch
Meter or Temperature Sensor, the update history power consumption or temperature ireading
will be displayed under this page (the current info is also displayed under Panel and PSS
Control).

Egg;ﬂj Device History

DHistory Records Reload

DEvent Log

[]Panel Setting Date Time Area Zone Name Information Value

%ELNtEfedde Evnte 20150112 05:42:29 1 2 Energy 2.5KWh

IET=PYP o 201501-12 05:42:29 1 2 Active Power 0.0%

2015-01-12 05:32:29 1 2 Energy 2.5KWh

i ) Natweork Settrn - 20150112 05:32:29 1 2 Active Power 0.0
+ C1Systern Setting 20150112 05:22.29 1 2 Energy 2.5kWh

[ Logout 201501-12 05:22:29 1 2 Active Power 0.0%
20150112 051229 1 2 Energy 2.5kWh
201501-12 05:12:29 1 2 Active Power 0.0%
20150112 05:02:29 1 2 Energy 2.8kWh
20150112 05:02:29 1 2 Active Power 0.0%
20150112 04:52:29 1 2 Energy 2.8kWh
201501-12 04:52:29 1 2 Active Power 0.0%
20150112 04:42:29 1 2 Energy 2.8kWh
201501-12 04:42:29 1 2 Active Power 0.0%
20150112 04:32:29 1 2 Energy 2.8kWh
201501-12 04:32:29 1 2 Active Power 0.0%
20150112 04:22.29 1 2 Energy 2.8kWh
201501-12 04:22:29 1 2 Active Power 0.0%
20150112 041229 1 2 Energy 2.8kWh
201501-12 04:12:28 1 2 Active Power 0.0%

Limit #of items: |20 ¥

® Reload : Click to refresh the page content
® Limit # of Items: Click the drop down menu on the page to select the numbers of captured
events you want to display.
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10. Appendix

10.1. Communication Protocol & Format
The Control Panel communicates with Central Station receiver by using Contact-ID protocol.

The form of the message is:

Where ACCT MT QXYZ GG C1C2C3

ACCT = 4 Digit Account number (0-9, B-F)

MT = Message Type, 18H.

Q = Event qualifier, which gives specific
event information:

XYZ = Event code (3 Hex digits 0-9, B-F)

= Group, Partition number (00H), or
Area Number

- 00 = panel
-0O1=area........ XX= area XX

GG

1. For devices: zone

C1C.Cs= Zone number
001, Zone 1
002, Zone 2

XXX Zone XXX

2. For Panel: code
CiC2C3=
User PIN Code 1 001
User PIN Code 2 | 002
User PIN Code 3 | 003
User PIN Code 4 | 004
User PIN Code 5| 005
User PIN Code 6 | 006
Temporary Code 997
Duress Code 998
000= Control Panel

Ci1C2Cs
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10.2. Event Code

100 — Medical
101 — Personal emergency

€ When the Wrist Transmitter (WTR) or Emergency Pendant (EP) is pressed.
110 - Fire

111 — Smoke
€ When the Smoke Detector (SD) is triggered.
114 — Heat

€ When a Heat Detector is triggered.

€ When a Door Contact set as Heat is triggered.
120 - Panic

€4 When the Panic Button of the Remote Controller (RC) is pressed.
121 — Duress

€ When the Duress Code is entered to disarm or arm the system.
122 -Silent Panic

€4 When the Panic Button of the Remote Controller - WTR is pressed.
130 — Burglar

€4 When a device whose attribute is set as Burglar or Burglar Follow is triggered.
131 — Burglar Perimeter

€ When a device set as Entry is triggered in the arm mode.
132 — Burglar Interior

€ When a device set at Entry is triggered in the home mode.
136 — Burglar Outdoor

€ When any device set at Burglar Outdoor is triggered.
137 — Panel Tamper/ Panel Tamper Restore

€ When the panel’s tamper protection is triggered.

€ When the panel’s tamper function is restored.
147 — Sensor Supervision Failure/ Sensor Supervision Restore

€ When the control panel can’t receive the signal transmitted from any one of the devices
individually for a preset time.

€ When the supervision function of sensor is restored.
151 - Gas

€ When a Door Contact set at Heat is triggered.
154 — Water leakage

€ When a Water Sensor is triggered

€ When a Door Contact set at Water is triggered.
158 — High Temperature Alarm

€ When high temperature alarm is triggered
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159 — Low Temperature Alarm
€ When low temperature alarm is triggered
162 — CO detector
301 — AC Failure/ AC Power Restore
€ When the AC power fails for more than 10 sec.
€ Restore from AC power failure.
302 - Low battery/ Battery Normal
€ When the battery voltage of the Panel is low.
€ When the panel battery restores voltage.
311 — Battery Disconnection/ Battery Reconnected
344 - Interference / Interference Restore
374 — Force Arm

€ When “Arm Fault Type” in Panel Setting is set to “Confirm” and the panel is armed with
existing fault event by confirming the arming action.

380 — Device AC Failure
€ When an AC power device loses AC power connection.
383 — Sensor Tamper/ Sensor Tamper Restore
€ When any sensor’s tamper protection is triggered.
€ When the sensor’s tamper function is restored.
384 — Sensor Low battery/ Sensor Battery Normal
€ When the battery voltage of any one of the devices is low.
€ When any device’s battery restores voltage.
400 - Arm/Disarm (by Remote Controller)
€ When the system is armed or disarmed by using the Remote Controller.
401 — Remote Arm/Disarm
€ When the system is armed or disarmed by SMS message or web access
407 - Disarm/Away Arm/Home Arm by Remote Keypad
408 — Set/Unset Arm/Disarm
€ When the DC set at Set\Unset is triggered.
456 - Partial Arm
€ When partially arm the system from Disarm to Home arm
570 - Bypass

€ When “Arm Fault Type” in Panel Setting is set to “Direct” and the panel is armed with
existing fault events.

602 — Periodic test report

€ When the control panel makes periodic Check-in reporting.
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